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Secure Key Generation
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Abstract—In this paper, we propose a novel physical-layer
secret key generation (SKG), which randomly activates a pilot
sequence during the channel probing phase. Each legitimate user
interpolates the received signals to recover the full channel state
information (CSI). Due to the random reduction of the pilot
sequence, the proposed scheme can degrade the eavesdropping
performance regardless of the correlation between legitimate
users and eavesdroppers, thereby improving the secret key
capacity (SKC). Furthermore, low power consumption during
the channel probing phase can be achieved. Our simulation
results demonstrate that the proposed scheme exhibits superior
performance in the presence of eavesdroppers.

Index Terms—eavesdropping channel, low power consumption,
pilot design, secrecy outage probability, secret key capacity, secret
key generation.

I. INTRODUCTION

Securing communications will be crucial in the Internet of
Things; automated driving and telemedicine are expected to
be realized with 6G [1]. However, guaranteeing security is a
severe issue in wireless communications due to its broadcast-
ing nature. Historically, key-based encryption schemes, such
as symmetric and asymmetric key cryptography, have been
widely used in conventional wireless communications [2]. A
symmetric key cryptosystem uses a secret key shared between
the transmitter and receiver to encrypt and decrypt with the
same key. Note that asymmetric key cryptography uses a pub-
lic key for encryption and a secret key for decryption, where
security is guaranteed due to its computational complexity.

The recent development of quantum computing technology
threatens computationally secure encryption schemes. In [3],
it is indicated that secret key encryption may be broken by
a quantum brute force attack with Grover’s quantum algo-
rithm. Furthermore, Shor’s quantum algorithm is proved to
potentially break asymmetric key cryptography in polynomial
time [4]. While lattice- and code-based resistant quantum
asymmetric key cryptography has been investigated [4], the
assumption that no quantum algorithm can solve NP-hard
problems and the computational complexity issue is shaking
the foundations of encryption security.

Preprint (Accepted Version). DOI: 10.1109/TWC.2024.3383868. © 2024
IEEE. Personal use of this material is permitted. Permission from IEEE must
be obtained for all other uses, in any current or future media, including
reprinting/republishing this material for advertising or promotional purposes,
creating new collective works, for resale or redistribution to servers or lists,
or reuse of any copyrighted component of this work in other works.

The authors are with the Institute of Industrial Science, The Univer-
sity of Tokyo, Tokyo 153-8505, Japan (e-mail: {skojima, sugiura}@iis.u-
tokyo.ac.jp). (Corresponding author: Shinya Sugiura.)

This work was supported in part by National Institute of Informa-
tion and Communications Technology (NICT), Japan, under the Grant
JPJ12368C00801.

To tackle the above-mentioned security challenges,
physical-layer secret key generation (SKG), which generates
a secret key from reciprocal wireless channels [5-7], has at-
tracted attention as an alternative to conventional cryptography.
The SKG relies on the channel reciprocity between legitimate
users and channel fluctuations as a random source of a secret
key. If the eavesdropper is positioned more than a coherence
distance away from the legitimate users under fading, the
correlation between the legitimate channel and the eavesdrop-
per’s channel becomes sufficiently low, and the secret key
shared among the legitimate users cannot be extracted. The
SKG has the benefits of lightweight, flexible, and scalable
characteristics compared to conventional encryption-based key
exchange schemes [8].

In SKG implementation, there are four steps, i.e., channel
probing, quantization, information reconciliation, and privacy
amplification [9]. Channel probing is the most important step
since it determines the success of SKG and the secrecy key
rate. More specifically, the legitimate users send pilot signals
to each other through a reciprocal channel to obtain the same
channel state information (CSI). The design of the pilot signal
used for channel probing is crucial for its practical SKG
application. In [10], increasing the number of pilot signals
allows for highly accurate CSI acquisition. Additionally, in
[11], it is suggested that the secret key rate increases upon
increasing the transmit power. The authors in [12] show that
there is a trade-off between total power consumption and total
bandwidth in SKG for wireless sensor networks. Furthermore,
in [13], the secret key capacity in multiple antenna systems
is analyzed in terms of transmit power. However, to the best
of our knowledge, no works have addressed improving the
power efficiency in SKG. A further challenge is that if the
eavesdropper is positioned close to either of the legitimate
users, the correlation between the eavesdropping channel and
the legitimate channel becomes high, hence suffering from the
increased possibility of information leakage [14].

Against the above-mentioned background, in this paper, we
propose a novel SKG scheme using random pilot activation.
More specifically, in the preliminary stage of channel probing,
the random subset of pilot symbols is independently deacti-
vated to zeros at each legitimate user. Then, the received pilot
signals are interpolated to achieve full CSI. This improves
power efficiency as the benefit of reduced pilot overhead.
While the interpolation allows the channel reciprocity between
the legitimate users to be maintained, it prevents an eavesdrop-
per from specifying the reduced portions correctly, degrading
eavesdropping performance. Our major contributions can be
summarized as follows.
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1) We present a novel SKG scheme that improves power ef-
ficiency and suppresses information leakage by randomly
reducing pilot signals at the transmitter and interpolating
the received CSI at the receiver. The idea of enhancing
confidentiality to eavesdroppers by deactivating the pilot
signal is new, which also reduces power consumption.

2) We provide a detailed analysis of the proposed SKG and
implement a comprehensive framework for the practical
SKG process. Additionally, we derive a theoretically
achievable SKC that takes into account the influence of
the eavesdropper.

3) We numerically evaluate the performance of the proposed
SKG algorithm in a practical fading channel. Simulation
results demonstrate that the proposed scheme outperforms
the conventional SKG in terms of mutual information
(MI), SKC, key disagreement rate (KDR), secrecy outage
probability (SOP), and randomness tests.

The remainder of this paper is organized as follows. In
Section II, we review the related SKG studies. Section III
introduces the system model of the proposed SKG scheme.
In Section IV, we propose our SKG scheme with generalized
random pilot activation. In Section V, our simulation results
are provided, and finally, Section VI concludes this paper.

II. RELATED WORK

In this section, we review the related studies, which aim
to improve SKG performance. Some schemes focused on
preprocessing to enhance secrecy performance by improving
the reciprocity among legitimate users [15-18]. In [15], the
curve fitting method was proposed, where a measured chan-
nel is preprocessed to reduce the number of discrepancies
and improve the secrecy SKG performance. Lin et al. [16]
proposed preprocessing the received signal strength (RSS)
measurements using the wavelet shrinkage based on rigrsure,
which is an adaptive threshold selection algorithm. In [17],
the SKG scheme with moving average filtering was proposed
to achieve reliable and efficient SKG. Moreover, in [18], the
SKG involving multiple users, using the Savitzky Golay filter
preprocessing, was proposed to enhance the RSS reciprocity
for legitimate users. The schemes of [15-18] improve the
correlation of channel measurements between legitimate users,
hence enhancing the reliability of SKG. However, the effects
of eavesdroppers are not considered despite the fact that
eavesdroppers may also improve eavesdropping performance
with the aid of such preprocessing methods.

Several methods based on artificial randomness have been
studied to improve the confidentiality of SKG [19-25]. In [19],
the SKG scheme superimposing artificial noise was developed
in the presence of a passive eavesdropper. Chen et al. [20]
presented the SKG with known artificial interference in a
narrowband fading channel, where the resultant increased
channel variation enhances the randomness of the secret key.
In [21], the eavesdropping-resilient OFDM system based on
sorted subcarrier interleaving was proposed. Here, interleav-
ing is carried out at the transmitter based on CSI of the
reciprocal legitimate channel, while deinterleaving is used at
the receiver. Li et al. [22] proposed the artificial randomness
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Fig. 1. System model in the presence of an eavesdropper.

scheme for high-rate SKG in a slow-fading environment. In
this scheme, one legitimate user generates a random sequence
and combines it with the obtained slow-fading channel, which
increases the randomness of SKG. In [23], the channel-based
random subcarrier selection and artificial signal design were
proposed. Using uncorrelated subcarriers provides increased
randomness and alleviates the temporal correlation issue of
adjacent subcarriers. In [24], the low-complexity artificial
randomness scheme was proposed to achieve a high secret
key rate in static environments, where artificial randomness is
added independently at the legitimate users to generate secret
keys. The authors in [25] proposed the pilot randomization
scheme to mitigate the injection attack by converting them to
jamming attacks, which constitute a less severe threat. This
artificial randomness scheme achieves a superior performance
against eavesdroppers at the sacrifice of decreased power
efficiency and increased information leakage due to the need
for CSI feedback.

In this paper, we focus on reducing information leakage
to eavesdroppers and maintaining high SKC while improving
power efficiency. The definitive difference compared to [15—
18] is that the proposed scheme recovers CSI from the
randomly reduced pilot signal, while the conventional methods
aim at smoothing acquired CSI and improving the channel
correlation. Furthermore, in contrast, to [19-25], the proposed
scheme introduces artificial random reduction of the pilot
signal to reduce information leakage by itself and improve
the power efficiency of channel probing.

III. SYSTEM MODEL

This paper considers two legitimate users, Alice and Bob,
and a passive eavesdropper, Eve, as shown in Fig. 1. Although
Eve does not launch active attacks, she can eavesdrop on
signals from Alice and Bob to obtain their respective CSIs. In
addition, Eve is assumed to know all protocols and parameters
of key generation between Alice and Bob.

A. Channel Model

We assume the frequency-selective channels, which are
widely used in SKG. The complex-valued baseband represen-
tation of channel impulse response is given by

L—-1
h(t,7) =Y h(t)s(r —7), (1)
=0
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Fig. 2. Proposed SKG scheme.

where L, h;(t), and 7; indicate the number of paths, cor-
responding complex-valued attenuation coefficient, and delay
of the I-th path, respectively. §(-) represents the Dirac delta
function. Here, the channel frequency response of the Fourier
transformed h(t, 7) is expressed as

H(t, f)= /0 - h(t,T)e 72T dr, )

The received signal in the time domain can be represented
by

o0
r(t) = / h(t, 7)s(t — 7)dr + n(t), 3)
—00

where s(t) and n(t) denote the transmitted signal and additive
white Gaussian noise (AWGN), which is a zero-mean normal
distribution with variance o2, represented by CN(0,02). Sim-
ilar to (2), the frequency-domain representation of the received
signal by Fourier transform is expressed as

R(tv fn) = H(t, fn)S(fn) + N(t, .fn): “4)

where f,, indicates the n-th subcarrier frequency.

B. Legitimate and Eavesdropping Channel

As illustrated in Fig. 1, this paper assumes Eve is close to
the legitimate user and correlated with the legitimate channel.
Here, we consider a time-division duplex (TDD) system gen-
erally used in SKG. CSI obtained by each legitimate user has
reciprocity, assuming in the coherence time. Since the channel
assumed in (2) is time-varying Rayleigh fading, the channel
gain H,;, from Alice to Bob and Hp, from Bob to Alice are
Hyp = Hpo ~ CN(0, G'}QL). The correlation coefficient between

Conventional pilot arrangement for SKG

Pilot length N,

Proposed pilot arrangement

Pilot length N,

Number of subcarrier N,

O ¢ Pilot subcarrier [ e Null subcarrier

Fig. 3. Comparison of the pilot arrangement between conventional and
proposed scheme.

legitimate users can be expressed as

E{H., Hy,
pro = et Hoal )

h
where E{-} indicates the expectation operation and (-)" means
the conjugate transpose. The eavesdropping channel H,. and
Hy. are also a Rayleigh fading channel, H,, = Hp. ~
CN(0,02). The correlation coefficients between legitimate and
eavesdropping channels are represented as

E{H,'H,.
Pae = { b } (6)
Oh0e
E{H Hy.
o = T Mao Hoc) @)
Op0e

IV. PROPOSED SCHEME

This section proposes our SKG scheme, which utilizes
randomized pilot activation. The proposed SKG procedure
is shown in Fig. 2. Our proposed scheme consists of the
following six steps: 1) random reduction of the pilot se-
quence, 2) channel probing from the reduced pilot sequence,
3) reconstructing the CSI by interpolation, 4) quantization, 5)
information reconciliation, and 6) privacy amplification.

A. Random Reduction of Pilot Sequence

In the proposed scheme, the pilot signals per frame are
randomly reduced. Fig. 3 shows the pilot arrangement of
the conventional and proposed schemes to obtain CSI for
SKG. In conventional SKG, a large number of pilot signals
have been required to share accurate keys based on channel
reciprocity, which poses challenges regarding power efficiency
and information leakage to eavesdroppers. Therefore, the
proposed scheme uses a randomly reduced pilot sequence of
that signal as opposed to the conventional pilot arrangement,
which has the effect of reducing power consumption and
inhibiting correct decoding by the eavesdropper due to its
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randomness. Assuming an OFDM pilot sequence consisting
of N, subcarriers, it can be represented as

Sp = {si}ey ', si€{0,1}, (8)

where ¢ indicates the index of the subcarriers, and s; repre-
sents which subcarriers are activated or deactivated. Here, the
reduction ratio Pr is expressed as

p_ Hilsi=0}]

{ilsi =1}
In the proposed scheme, Alice and Bob independently carry
out the random reduction of the pilot sequence based on the
reduction rate P,. The random reduced pilot sequence for
Alice and Bob, respectively, can be expressed as

Sta = {sa}0eyt, 5. €{0,1}
Sap = {sphpeg s sp € {0,1}.

)

(10)
Y

B. Channel Probing

In the TDD-OFDM system assumed in this paper, Alice
and Bob alternately transmit pilot sequences (10) and (11)
after insertion of the cyclic prefix (CP) with each other. We
assume that the time and frequency synchronization between
Alice and Bob is also perfect. Meanwhile, the received signal
at Alice and Bob after removing the CP is expressed as

Rba = Hbasba + Nyq
Rab = HabSab + Ny,

(12)
(13)
where ng,, n,, are AWGN with variance of 0%0. At the

receiver side, the channel is estimated by least square (LS)
estimation, which is expressed as

s _ S S
Hyy = —=2=Rpg = Hpg + 752251y, 14
Sl T T TSP o
- S! S!
Hap = 15 Rab = Hop + 75 Da, 15
P S T e s e Y
where || - || denotes the Euclidean norm. Here, the estimated

legitimate channel gains are random Gaussian variables with
2 2
. g o
zero mean and variance o7 + <% and 07 + <. These
[Stall v [[Sasll
processes are assumed to be carried out within a coherence
time 7.. Let At be the time required for these processes,

expressed by
1
At <T. ~ —.
[

where f,,, is the maximum Doppler spread of the channel.

(16)

C. Interpolation

Since the CSI obtained by (14) and (15) are estimates based
on randomly reduced pilot sequences, interpolation is required
to compensate for channel reciprocity. In this paper, we use
spline cubic interpolation to interpolate the obtained CSI [26].
The CSI applying spline cubic interpolation and restoring the

Conventional at Alice
Conventional at Bob
Conventional at Eve
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Interpolated at Alice
Interpolated at Bob
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(b) Proposed RSS

Fig. 4. RSS measurements of Alice, Bob, and Eve with or without proposed
random pilot reduction and interpolation. Here, the correlation of legitimate
users is pp, = 1.0, that of eavesdroppers is pp. = 0.6, the reduction ratio
Py is 0.75, and Eb/No is 30 dB.

reduced portions is expressed as

qu(i + 51}.1)(7:)) = eoﬁuv(i) + elﬁuv(i + 1)

—ApeoH, (i) + Aper H (i + 1), (17)
i=0,1,..,N.P. — 1
where
N2 N3
60:35“”(12) 90wl (18)
AP AP
A, — §yu0(i))? Ay — 6 (i))3
61_3( p 2(l)) _2( p 3(%)). (19)
AP AP

Here, we have {u,v} = {a,b,e} while A’ indicates the first
order derivative of f[uv. duv(i) and A, represent the index
of the randomly reduced portion and frequency interval of the
active pilot, respectively.

In this method, the reduced portions have to be identified
at the receiver side. However, these portions are randomly
determined at the transmitter side. Therefore, based on the P,
shared among users, the index d,, (%) is determined by select-
ing a smaller received power as the reduction portion. Fig. 4
compares received signal strength (RSS) values at Alice, Bob,
and Eve for the conventional and proposed scheme, which
employs random pilot reduction and interpolation. Fig. 4(a)
shows the RSS using the conventional scheme, where the
RSS for Alice and Bob are almost identical, whereas Eve
has a different RSS. In contrast, using the proposed scheme
in Fig. 4(b), the RSS of Alice and Bob are almost the same
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despite the random reduction of the pilot signal, while the RSS
of Eve is different from that of Fig. 4(a). More specifically,
in the conventional scheme (Fig. 4(a)), the RSS of Eve has
a more similar peaked shape to those of Alice and Bob,
especially between 0 and 40 samples than in the proposed
scheme (Fig. 4(b)) This confirms that the proposed scheme
makes it more difficult for Eve to access CSI of the legitimate
users.

D. Quantization

The analog CSI value obtained in (17) has to be con-
verted to a binary value to generate a secret key that can
be shared among legitimate users. In SKG, there are two
general schemes of quantization: RSS-based quantization [27]
and phase information-based quantization schemes [28]. In
this paper, we adopt an RSS-based scheme, which is easy
to acquire at the receiver and has a high affinity with the
proposed scheme, compensating for the reduced portions by
interpolation. Furthermore, in the proposed scheme, the reci-
procity of CSI shared by Alice and Bob may be lower due
to the random reduction of pilot sequences and interpolation.
Therefore, a quantization scheme that can improve the key
agreement using a guard band gap is adopted [27].

To be specific, assuming H,, to be the CSI acquired and
interpolated at the receiver side, the threshold for quantization
is expressed using the mean p; ~and standard deviation o7 -
of ﬁuv as

(20)
2n

gupper = ,uﬁ[uv + Uf[uv Aq

glower =HMg,, — %@

uv uv'

Here, &upper and & ower represent the upper and lower bound-
aries of the quantization interval. Also, A, indicates the
quantization guard band. Considering a 1-bit quantizer using
these thresholds, the quantized bit can be expressed as

1 |]iIuv (Z)| > fupper
Kuv = 0 |Hu'u(z)| S glower
none lower < ‘Huv(z)‘ < Supper:

To meet the constraint of &, > 0, the upper bound has to
be in the range of

(22)

™

12925
A, < —2 = .
1 4—7

g HUU
Note that estimated CSI that fall into the guard band gap
are excluded from the generated secret key because of their
unreliability. There is a trade-off in quantization performance
where a higher A, value shortens the key length while
improving the key agreement rate.

(23)

E. Information Reconciliation

From (22), the quantized bits obtained by Alice and Bob
may be inconsistent due to noise and imperfect reciprocity.
To enhance the agreement rate, the process of information
reconciliation is imperative. In this paper, we adopt the Bose
Chaudhuri Hocquenghem (BCH) codes as the information rec-
onciliation for SKG. While high channel reciprocity between

BCH encoding
(n, k, t)

Cba = {Kbalpba}

Extract parity
check matrix: Pyq

b

Transmit through
public channel

s

Concatenate Py,
to key source: Kgp

Key source: Ky,

cab = {Kab | Pba}

BCH decoding
(n, k, 1)

Error corrected
key: Kpq

Fig. 5. Information reconciliation using BCH codes.

legitimate users is assumed, the potential key mismatches are
corrected by BCH error correction codes. Furthermore, BCH
codes are based on a simple algebraic method, referred to as
syndrome decoding [9]. Hence, flexible adjustment of block
length and error correction capability is achievable. The BCH
code is given by (n,k,t), where n = 2™ — 1 indicates the
code length, £ is the information bit length, and ¢ denotes the
error correction capability. In BCH codes, k& information bits
are turned into n codewords containing n — k parity bits to
correct a maximum of ¢ errors.

The procedure for information reconciliation using BCH
codes is shown in Fig. 5. Alice first encodes the quantization
values Ky, obtained in (22) with BCH encoding. The encoded
signal is represented as

Cba = {Kba | Pba}a (24)

where {-|-} indicates the concatenation of row vectors. K;, €
RF¥*1 and Py, € R 5*1 denote the quantized values at
Alice and parity check matrix, respectively. Then, to correct
the error on Bob’s side, Alice transmits Py, as the syndrome
through the public channel. Meanwhile, on Bob’s side, the
obtained quantization values and the received syndrome are
used to generate the corresponding BCH codewords expressed
as

Cab = {Kab | Pba}7 (25)

where K, € RF*1 is the quantized values at Bob. Using this
codeword to perform BCH decoding, the difference between
K;, and K, is reconciled, and Kab with a high agreement
rate can be obtained.

F. Privacy Amplification

In information reconciliation, the syndrome has to be shared
through a public channel, raising the risk of information leak-
age to eavesdroppers. Thus, privacy amplification is needed
to inhibit the effects of this leakage and enhance the security
of shared keys. In this paper, secure hash algorithm 2 (SHA-
2) is applied for privacy amplification [29]. SHA-2 has the
characteristics of a one-way function, which is extremely
difficult to reconstruct, as well as robustness to attacks.

G. Assumption of Eavesdropping

This paper assumes a passive eavesdropper who can eaves-
drop on all communications between legitimate users. The
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eavesdropper can obtain the signal from Alice and Bob due
to the broadcasting nature of the radio wave,

Rye = HyeS + nye, u € {a,b}. (26)

Eve performs the procedure in (14)—(22) using this received
signal to obtain the quantized value of the eavesdropping
CSI, which can be expressed as K,,.. Here, the eavesdropped
syndrome P, generates the BCH codeword represented by

Cue = {Kue | Pra}, € {a,b). 7

Then, BCH decoding is performed to obtain the information-
reconciled K, at Eve.

H. Theoretical Secrecy Rate

In this subsection, we derive the SKC in the proposed
scheme to evaluate the achievable SKC, considering the influ-
ence of Eve. The mutual information between legitimate users
and that between a legitimate user and Eve can be represented
as

I(}Erbavj?ab) = H(I:{ba) + H(I?ab) - H(I:{aby{jlba) (28)
I(Hba7 Hbe) = H(Hba) + H(Hbe) - H(Hbe7 Hba)» (29)

where H(-) means the entropy. Thus, the SKC, taking into
account Eve, can be expressed using the mutual information
as

Cs = I(Hya, Hap) — I(Hpa, Hpe). (30)

Since obtaining the closed-form expression of SKC is an open
problem, this paper attempts to obtain it by directly calculating
the mutual information. We utilize the mutual information
estimation method based on k-nearest neighbor distances [30].
The estimate of MI can be represented as

I(X,Y) = ¢(k) + (N) = (¢(ne +1) +¢(ny + 1)), B1)

where k is the number of nearest neighbors and N is the
length of the input measurements, X = [z1,22, ..., 2] and
Y = [y1,y2,.--,Yn]- (-) means the average over all elements.
n, indicates the number of points x; with a distance from z;
less than €(¢)/2, and n, is similar to n,. Here, the distance
from x; and y; to their k-th nearest neighbors are €, (i)/2
and €,(7)/2, thus €(7) = max{e; (i), €,(7)}. () denotes the
digamma function, which can be represented as

n

d . 1 1
w(x):%lnl“(a?):nh_)n;o lnn—;—jEZIerj .(32)
For x =1,

Y(1) = lim {Inn— SLy g (33)

= Jim g3 =

=17

where v is the Euler’s constant. Furthermore, the digamma
function satisfies the following recurrence relationship:

Y1) =gt o G4

Then, the SKC is computed according to (30).

V. PERFORMANCE RESULTS

In this section, we provide a comprehensive numerical
analysis of the proposed SKG with the randomized pilot
activation. The effectiveness of the proposed scheme is in-
tensively evaluated from the viewpoint of MI, SKC, and
SOP in the presence of an eavesdropper compared to the
conventional benchmark. Here, we use SKG without pilot
signal reduction as the conventional benchmark. Additionally,
the generated keys are validated through the randomness test.
In our simulations, we consider TDD-OFDM systems and
assume that the processes in the proposed SKG are carried
out in coherence time. Here, the channel bandwidth is 2.4
GHz, L = 15 paths are generated to represent each multipath
fading channel with exponential attenuation, and the Doppler
frequency is given by 10 Hz. The length of the full pilot
sequence is set to /N, = 10, and the number of subcarriers
is given by N, = 512. Also, the quantization guard band is
set as A, = 0.1. It is assumed that the pilot reduction ratio
and the procedure of the proposed scheme are shared by all
users in advance. For a fair comparison with respect to power
efficiency, energy per bit to noise power spectral density ratio
(Eb/No) is employed in our evaluations. More specifically,
Eb/No of the pilot sequence is defined using signal-to-noise
ratio (SNR) and P, as follows:

Eb/No = SNR + 101log,(P,) in dB. (35)

A. Key Disagreement Rate

Firstly, to investigate the reliability of the proposed scheme,
we compared the KDR. The KDR between the legitimate users
and the eavesdropper are represented, respectively, by

S 1 Kba () — K ()]

Pba _
k Nk )

(36)

SN [ Kpa () — Ke(5))]
Ny '

where N denotes the key length, and Kj,(j) is the j-th
element of the generated key at Alice. Also, Kp,(j) and
Kpe(j) are the j-th element of the generated key at Bob and
Eve, respectively. Note that each quantization value K, is
calculated in (22).

Fig. 6(a) compares the KDRs of the legitimate user and Eve
for pp, = 1.0 and pp. = 0.6. The conventional scheme without
pilot reduction P, = 1.0 is considered a benchmark. We also
show another conventional scheme where the pilot signal is
reduced to half (P, = 0.5), where the quantization level is
doubled to achieve the same key length as those of other
schemes. As shown in Fig. 6(a), the KDR of the conventional
scheme with P, = 0.5 is higher than the conventional
scheme with P, = 1.0 in each scenario. By contrast, the
proposed scheme is close to the conventional one without pilot
signal reduction in the high Eb/No region between Alice and
Bob. Furthermore, the KDR performance between Eve and
Bob is the worst as the benefits of our pilot reduction and
interpolation.

pbe = (37)
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users is ppg = 1.0, the reduction ratio P, is 0.75, and Eb/No is 30 dB.
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Fig. 8. Comparison of eavesdropper’s KDR with and without Hash function.

Fig. 6(b) shows the KDRs for p;, = 1.0 and pp. = 0.9
while other parameters are the same as those in Fig. 6(a).
Similar to Fig. 6(a), in the proposed scheme, the KDR of

the legitimate users coincides with the conventional scheme
without pilot reduction as Eb/No increases, whereas the KDR
of the eavesdropper tends to decrease. This confirms that
the proposed scheme prevents key information leakage to
eavesdroppers while maintaining the key agreement among
legitimate users.

Fig. 7 shows the effects of our CSI interpolation on the
KDR performance. The correlation between the legitimate
users iS pp, = 1, and the presence of the eavesdropper
is not considered. While the conventional SKG without the
pilot signal reduction exhibits the best KDR performance, a
25% reduction of the pilot signal is achieved in the proposed
scheme, and the proposed scheme’s KDR is close to that of
the conventional SKG. In the case without CSI interpolation,
the KDR is as high as 1 in the entire Eb/No regions, which
confirms that it is impossible to share a key.

In Fig. 8, the privacy amplification with and without the
Hash function in the KDR of the eavesdropper is investi-
gated, where we focus on the KDR of the eavesdropper and
assume that the correlation between the legitimate user and
the eavesdropper is ppe = 0.99. In the case of conventional
SKG without the Hash function, the KDR of the eavesdropper
is lower than 103, which increases the probability of the
key leakage. By contrast, the Hash function makes it possible
to degrade the KDR to approximately 10~!. Furthermore,
the effectiveness of the proposed scheme can be maintained
regardless of the use of the Hash function.

B. Secret Key Capacity

Fig. 9(a) compares the MI performance of the proposed
scheme of P, = 0.75 with the various channel correlations.
Also, the conventional scheme that does not use the proposed
random reduction scheme is employed as a benchmark. In
the case where the correlation is 1.0, the proposed scheme
has almost the same MI as the conventional one in the
region where Eb/No is sufficiently high. This is because the
power efficiency improves by reducing the number of pilot



PREPRINT (ACCEPTED VERSION) FOR PUBLICATION IN IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS (DOI: 10.1109/TWC.2024.3383868) 8

.......... Conv., Ppa™ 0.99 D
—A—Prop, p,, =09 /@/

4[| —6—Prop, p,  =0.999 ... Conv., p,, =09 [

0 10 20 30 40 50

Eb/No [dB]
(a) P =0.75

.......... Conv.,, p,, =0.99 )
— A Prop, Ppa= 09 /a/(

4 {—6— Prop., Ppa™ 0999 .......... Conv., Ppa= 0.9 4
.......... Conv., p,, =0.999 ——Prop,, p, =06

.......... Conv., Pra™ 06 & &

—a— Prop,, Ppa™ 0.99

1 . A A A
) : : : :
0 10 20 30 40 50
Eb/No [dB]
(b) Pr =0.375

Fig. 9. MI versus Eb/No in the proposed scheme with the various channel correlations py,. The full-pilot SKG scheme is also plotted as a conventional

benchmark.

symbols, and the interpolation can achieve almost perfect
reconstruction. On the other hand, it is challenging to select the
exact reduction portion in regions where Eb/No is small due to
noise effects, and interpolation does not work well, resulting
in degradation. When the correlation is less than 1.0, the
proposed scheme is degraded in the entire Eb/No region, while
the conventional scheme is not. Furthermore, upon decreasing
the correlation from 1.0 to 0.9, the difference becomes larger.
When the correlation is 0.6, the range of degradation is smaller
than that of 0.9. The proposed scheme reduces MI by adding
artificial randomness due to the effect of random reduction,
but when the correlation becomes lower than a certain level,
this effect is weakened.

Fig. 9(b) compares the MI of the proposed scheme of
P. = 0.375 with the same parameters as those used in
Fig. 9(a). In contrast to Fig. 9(a), the proposed scheme exhibits
higher MI with a correlation of 1.0 than the conventional
full-pilot scheme in the entire Eb/No region. This shows that
reducing the pilot symbols to 37.5% is still almost completely
decodable with perfect correlation while benefiting from power
efficiency. MI of the proposed scheme deteriorates as the
correlation decreases, as shown in Fig. 9(a). The deterioration
becomes higher as the reduction rate is reduced.

Fig. 10(a) shows the SKC performance of the proposed
scheme of P, = 0.75 with the various correlations between
Bob and Eve py.. The SKC with ppe = 0 is plotted as an
upper bound. Note that since we assume pp, = 1.0, where the
legitimate channels are reciprocal. It can be confirmed that the
proposed scheme, which randomly reduces pilot symbols and
reconstructs by interpolation, outperforms the conventional
benchmark, regardless of pp.. This is because the proposed
scheme improves power efficiency by reducing the pilot sym-
bols (75% in this case) and also by using interpolation to
smooth the acquired RSS, thus suppressing noise effects.

Fig. 10(b) shows the SKC of the proposed scheme with
P, = 0.375. Observe in Fig. 10(b) that in each scenario,
the proposed scheme outperforms the conventional full-pilot
benchmark scheme. More specifically, compared to Fig. 10(a),

the improvement in SKC by the proposed scheme is more
significant. As expressed in (30), SKC can be represented
by the difference between the MI of legitimate users and
eavesdroppers. Therefore, in the proposed scheme, legitimate
users with a high correlation can maintain high MI, while
eavesdroppers with a low correlation degrade MI, resulting in
an increase in SKC. [1-4] It can also be observed that in the
absence of the eavesdropper, the gain of the proposed scheme
diminishes.

Fig. 11(a) shows the SKC of the proposed scheme with
various pilot reduction ratios P,.. Here, the correlation values
are set as pp, = 1.0 and ppe = 0.6. The conventional full-
pilot SKG is also plotted as a benchmark. In Fig. 11(a), it is
found that in each scenario, the SKC performance significantly
improves upon decreasing P, from 1.0 to 0.375. Especially
in the Eb/No of 25 dB, the maximum improvement of the
proposed scheme is approximately 14%. By contrast, the
SKC deteriorates in the case of P, = 0.25 compared to
the conventional scheme. The reduction of pilot symbols to
more than 25% results in significant degradation, particularly
in the high Eb/No region, because it cannot be completely
reconstructed by interpolation due to the lack of an exact pilot
portion.

Fig. 11(b) shows the SKC with the correlation values as
Pva = 1.0 and ppe = 0.9. In contrast to Fig. 10(b), it can
be observed that the gains from the proposed scheme are
greater in cases where the eavesdropper correlation is high;
the maximum improvement is approximately 33%. Even at
P, = 0.25, different from Fig. 11(a), which is significantly
degraded, the SKC in Fig. 11(b) is almost equivalent to the
conventional benchmark at Eb/No of 50 dB. As shown in
Fig. 10(b), comparing the eavesdropper’s correlation of 0.9
and 0.6, it is reasonable that the 0.9 case provides a higher
gain.

C. Secrecy Outage Probability

To elaborate a little further, we evaluate the achievable SOP
performance of the proposed scheme. More specifically, the
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SOP P, consists of two factors, the KDR between legitimate
users (36) and that of the eavesdropper (37), which can be
expressed as

Pour = P({PY* # 0}y U{PY° = 0}). (38)

Thus, the SOP is a metric that can evaluate the accuracy of
the generated keys being shared in a secret manner.

Fig. 12(a) shows the SOP of the proposed scheme with
the various correlations of Eve pp.. Here, pp, = 1.0 and
P, = 0.75 are employed. In the case of a high correlation of
pre = 0.99 for eavesdroppers, the SOP is almost 1 in all Eb/No
regions, confirming that secure key sharing is challenging.
On the other hand, when the eavesdropper correlation is less
than, i.e., ppe < 0.9, the proposed scheme outperforms the
conventional scheme, especially in the high Eb/No region.
In this paper, P?®, which means successfully sharing the
key, becomes dominant in the region where Eb/No is low,
and conversely, P,fe, which means breaking the key by the
eavesdropper, becomes dominant in the region where Eb/No
is high. Hence, when Eb/No is high, the probability of the key
being stolen by an eavesdropper is increased, thus triggering
an error floor.

Moreover, Fig. 12(b) shows the SOP of the proposed
scheme P, = 0.375 with the various correlations while setting
pve = 1.0 and P, = 0.75. As shown in Fig. 12(b), the trend is
the same as in Fig. 12(a), but it is clear that the improvement
is superior, especially in a high Eb/No region. This is because
the increasing reduction of pilot symbols leads to strongly in-
duced randomness, making eavesdropping difficult. However,
as mentioned in the previous section, the effect of inducing
randomness on the resistance to eavesdropping is limited, and
the improvement is marginal when pp. < 0.6.

Fig. 13(a) shows the SOP with the various P, and the
correlations are set as pp, = 1.0 and pp. = 0.6. As seen in
Fig. 11(a), the SOP improves as the reduction rate decreases
to 0.375. On the other hand, when P, becomes 0.25, the SOP
deteriorates in the high Eb/No region. This is because the

proposed scheme is reaching the limit of its effectiveness in
degrading eavesdropping performance, and the probability of
successful eavesdropping by the eavesdroppers becomes high.

Finally, Fig. 13(b) shows the SOP with the various P, and
the correlations are set as py, = 1.0 and ppe = 0.9. In
the case of the higher correlation of Eve, the SOP degrades
significantly overall compared to Fig. 13(a). Note that SOP
does not deteriorate even when P, is decreased to 0.25. The
reason for this, especially in the high Eb/No region, is that
the possibility of stealing the key is high due to the high
correlation of the eavesdroppers, which exceeds the gain from
the proposed scheme.

D. Effect of Quantization

Figs. 14 compares the KDRs between the RSS-based [27]
and phase-based [28] quantization methods. Here, the pro-
posed scheme’s pilot reduction ratio is set at 0.25. Fig. 14(a)
represents the KDR without taking into account the eaves-
dropper. In both the conventional and proposed schemes, the
phase-based quantization exhibits a superior KDR. Note that
the proposed scheme suffers from a slightly increased KDR
due to the random pilot reduction, and both RSS-based and
phase-based quantization methods have error floors.

Fig. 14(b) demonstrates the SOP performance in the pres-
ence of the eavesdropper. In contrast to Fig. 14(a), the
proposed scheme outperforms the conventional SKG in both
RSS- and phase-based methods. This is because the effects of
the KDR degradation due to random pilot reduction is more
prominent in the eavesdropper than in the legitimate user. Also,
the RSS-based method exhibits a superior SOP in the high
Eb/No region.

Fig. 15 shows the KDRs of the proposed and conventional
schemes using RSS-based quantization with various quanti-
zation levels. The KDR degrades upon increasing the quan-
tization level. Additionally, the performance of the proposed
scheme is comparable to that of the conventional SKG in the
low Eb/No region due to improved power utilization efficiency.
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conventional SKG scheme is also plotted as a benchmark.

The full-pilot

TABLE I
NIST TEST RESULTS

Parameters Conv. Prop.
Approximate Entropy 0.639 0.9239
Cumulative Sums 0.1250 0.1566
Discrete Fourier Transform 0.8883 0.3993
Frequency Block 0.1367 0.4585
Frequency Monobit 1.0000 1.0000
Runs 0.9593 0.3282

Serial 0.4449, 0.1471 | 0.7670, 0.4840

However, in the high Eb/No region, it deteriorates due to the
discrepancy effect caused by the random pilot reduction.

E. Randomness Test

To evaluate the validity of the generated keys, we performed
the NIST randomness test [31]. The randomness tests are
composed of 15 tests, and the output of each test is the p-
value, which is guaranteed to be random in cases more than
0.01. We use a 1536-bit key with a quantization level of 3

bits to ensure a sufficiently long key length for the test and
perform 7 NIST tests at the Eb/No of 20 dB. Table I lists
the randomness test results of the conventional and proposed
SKG. The conventional one does not reduce the pilot signal,
and the proposed one has a reduction ratio of 0.75. Both the
conventional and the proposed schemes pass the randomness
test, which shows that our scheme can generate keys with
randomness comparable to the conventional one.

VI. CONCLUSIONS

In this paper, we proposed the novel physical-layer SKG
with random pilot activation for enhancing SKC and confiden-
tiality against eavesdroppers. More specifically, our random
pilot activation induces artificial randomness and decreases
the potential information leakage to the eavesdropper. In our
evaluations of MI, SKC, and SOP, we developed a com-
prehensive SKG process, including information reconciliation
and privacy amplification. Our simulation results demonstrated
that the proposed SKG scheme exhibits high performance,
regardless of the channel correlation between the legitimate
and eavesdropper channels and even when the pilot symbols
are reduced to as low as 37.5% of the full-pilot sequence.
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